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Banks on the defensive as h

You do all you can to protect your personal
data, says Andrew Don, but financial
services companies are often far more lax

MY PENSION company
recently sent me a letter with
my address at the top but
quoting a policy number
belonging to a ‘Mr Round',
A contrite employee of the
company prormised to refer
this breach of the Data Pro-
tection Act to the compli-
ance team. If Mr Round
reads The Observerand he, in
turn, receives details of my
pensian plan, I would appeal
to him to shred it as 1 have
done with his.

With all the publicity there

has been about data protec-
tion and jdentity fraud, such
lapses by financial institu-
tions are inexcusable but cer-
tainly not unisual,

David Porter of IT consul-
tancy Detica, which spe-
clalises in anti-fraud mea-
sures, says technology that
was meant to be a quick,
cheap and efficient method
for banks and retailérs to
mnteract with consumers will
end up costing them dear if
something is not done soon,
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Save up to £120* on your
homephone hills with SimplySwitch

A free homephone price check by
SimplySwitch for readers of The Observer

* Compare all the major UK suppliers to find the

= [ndependent advice — fast, friendly and free
= One call takes care of it all

Since deregulation, ovir 755 of househalds have never
switched their homephone provider If you are one of the
millions yet to switch, you may be paylhg too much for your
phore calls and could make sihstantial savinogs.

The Observer has chasen SimplySwitch, the leading
independent advisars, to compare all the major homephone
tariffs to find the right options-for you. By giving your
postcode and details of your call usage, SimplySwitch will
search their sophisticated database to find the best deal for
you. inome-call, they will organise the switch (o your new
supplier with no cost or: disruption to your service.
SimplySwitch Is enflrely independent, so their advice Is
impartial, You would get the same prices if you called the
hamephone suppliers directly, but SimplySwitch will do all

Call SimplySwitch free on

0800 011 1371

observer.co.uk/compareandbuy
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have made many people
paranoid about their per-
sonal data and this is not
misplaced. Last month
some of the major UK banks
were sentintoa spin after a
Sun newspaper reporter
found that the banks" call-
centre staff in India were
willing to sell him confiden-
tial custormer details.

And the problem is
undoubtedly a global one.
Last October, Britain’s
National Hi-Tech Crime
Unit began investigating a
scheme to steal f220 mil-
lion from the London offices
of Sumitomo Mitsui bank
after hackers infiltrated the
|apanese mstitution’s
network.

These examples show thit
however cautious we are
about safeguarding our own
Information, weare still val-
nerable to attack if the organ-
isabons we deal with.can be
comprotmised.

Computer security com-
pany Symantec’s twice-
yearly imtermet security
threat report found that
between July and December
last year the financial ser-
yvices industry was the most
frequently targeted by hack-
ers. It says financial services
are penerally regarded as an
altractive target for crimi-
nals; and a continued
increased in targeted attacks
indicates that Faudsters are
probing more such organi-
sations forweaknesses.

Mike Maddison, director
of enterprise risk services at
Deloitte, says-a high per-
centage of websites have

ldentity

ACCORDING to CIFAS,
the UK's fraud prevention
service, false identity and
impersonation fraud took
offin 1999 and is now Goo
per cent higher, with
120,000 CASES N 2004.
About 30 per cent of these
are impersonations of
dead people.

In recent months, a
number of financial ser-
vices companies have
launched ‘anti-1D theft

Hi-tech attacks on financial
institutions have spraad
around the globe. Getly

security. | flaws.  These
include allowing unautho-
rised users to gaintull access
to customers' details:
Emma Shipp, managing
partner atlaw ficm Sprecher
Grier and Halberstam, says
people should ask to see
organisations’ data protec-

tion policy if they are
concerned.

Etienner Greeff, technical
director of network security
company, MIS Corporate
Defence Solutions, says cus-
tamers should ask:

@ What safeguards are in
place to protect my data?

protection plans: buy if yc

services'. Royal Bank of
Scotland offers Privacy
Guard for its customers at
£6.99 month, while Bar-
claycard offers an Identity
Protection Plan for
£49.99 a year offline or

Which? gave identity
theft cover its ‘Most
Useless Financial
Product’ award

£39.99 online. The poli-
cies are very similar, offer-
ing information via a
helpline, unlimited access
to credit reports and
insurance cover for any
legal cosls.

Credit reference agency
Experian offersa similar
seryice but without the
insurance cover for legal
costs at 549.99;{ YEar
From [i.50 a month,
More Than offers its

inHu rance customers an
identity theft service that
offers a legal helpline and
mediation; legal docu-
menlts to help repair eredil
status and 50,000 cover
for legal fees.

Capital Oneand Citi-
card offer customers a
service which includes a
helpline and information
and help in resolving any
fraud involving use of
their cards.
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ickers target identity theft

using an online reservation

service he was astounded Pl’ﬂtect yourself Unline

that the web page, into
which he was required ito :Etrl;:it::llnainﬁwimssuﬂwam and regularly update virus

t i i address, - -
E:&EL hcljn? a:_lrLem i:.: e I::;l @ Encryptinformation you would not want an

expirydate, did not conform unautharised person to access

to the minimum level of @ Make sure you have a firewall installed to stop
security thal any sensible hackersfrom gaining access to your computer
consumer would require. @ Keep your computer safe by regularly applying any

‘In security terms, enter-  Security patches from your software manufacturer.
g my detailsinto thisweb- @ Check websites that require personal data use SSL.
site would have increased my  See if the web address bar begins with "hittps’. Internet
likelihood of being an 1D Explorer users should see a closed padlock in the
theftvictim exponentially, so  bottom right-hand corner. information.
on this occasion I took my @ Double-click the padlock to check the site This standard requires
business elsewhere.' certificate is genuine and up-to-date and that youare  certain levels of network

Many other retailers  notbeing tricked into visiting a fraudulent website. security, access authentica-
expose their customerstoa @ install anti-spyware software tion and encryption of card-
similarly unacceptable level holder data. "These provi-
of risk during the capture of  tects them if an organisa-  And he says they should sions should apply to every
their personal information, tion’s business partner is insiston knowing whatsteps  organisation managing per-
he says. ‘This raises the responsible for losing per- the company willtake iftheir sonal information, Jackson
question that if organisa- sonal information. information 15 illegally says.
tions are notapplyimg a suit- '
able amount of rigour dur-
ing this first customer
interaction, what are they
doing o their customer data
when it is less visible? Are
they taking sufficient pre-
cautions to ensure that when
your datais held within their
internal systems, 1t is not
accessible by any deter-
mined fraudster?’

Roberts says people can-
not be ultimately expected to
ask anything more than is
their data is being held
securely, But they can ask
whether the organisation is
BSyrgg-accredited, which
indicates that information
security has been audited
and found to be satisfactory.

Gary Jackson of internet
security company Quaova
® Who will have access to  accesstomyinformation?  advises people to ask what
my personal information? @ In how many places and  steps the orpanisation is tak-
® How is data safeguarded in what form is personal ing beyond asking for the
throughout the complete data stored? user name and passward, to
lifecycle, including backups ~ Owen Roberts, head of grantaccesstoan account,
and data destruction? identity protection and con- ~ They should be asking if
® Do you use encryption sumer assistance at protec-  the organisation will repay
methods to ensure thatonly tion company CPP Group, alllosses arising from illegal
authorised users have recalls whenherentedacar accountaccess and who pro-

accessed, even-if it is not
used forfraud.

Jackson says anyonewlio
has to handle people’s
personal data should take
the same measures taken by
payment card companics
such as: Visa, MasterCard
and American Express,
which have developed the
Payment Card [ndustry
Data Security Standard for
the secure storage and pro-
cessing of payment card
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B Low fixed rate mortgage
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W Expert advice fram the UK's Mo cholce
Fixed until 30.08.07,

for mortgages
B Mo charge for property assessment
then changing to
our variable rate for the

B Our Remortgage Service — we'll pay our legal
fees and help you every step of the way

rest of the mortgage

term [currently)

| 6.75"
Jmust, but don'trely onit | %

What you need to know
ey
The overall cost for s
comparison [s h

| Early repayment charges apply before
ly ONLY AVAILABLE
0 = RROMYOUR  E
[ == HALIFAX MORTGAGE

30.09.07
| £199 arrangement fee
B Avallable for remortgage customers

borrowing up to 90% of the property’s value
B Customers seeking additional legal advice
S0 are these policies ple, refuses to cover the such as buying a shredder

worth considering? ‘Many  loss—and this is what con- and checking credit

of these policies are flawed  sumers really need. While  reports regularly.

in that they do not offer ID protection services may A recent report from - ADVISER

full financial compensa-  havea degree of value, Which?, previously the A s

tion to victims of fraud,’ they shouldn't be usedasa  Consumers' Association, i e

says Richard Brown, chief  reason to take outanoth-  branded identity theft Your home may be repossessed

executive of financial data  erwise uncompetitive insurance a waste of if you do not keep up repayments

or services, or Using their cwn mnw_-r.mcgr
www.halifar.co,.uk/morigages
provider Moneynet, ‘Few,  product,” money, giving its Most on your mortgage.

0845 601 8112
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will have 1o pay these fees separately
W Latest completion date 30122005

ifany, of them appear to

offer insurance protection

againstactual financial

loss in the event thata

credit company, for exams

Brown says credit card
and account holders
should take simple mea-
sures to protect them-
selves against 1D theft,

Liseless Financial Produci
award to Halifux for its

L8 4-a-year identity theft
policy.
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